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© Apparatus and method for managing bidirec- 
tional transmission of information between a wired 
network and at least one mobile communication unit 
(10) in wireless communication with the wired net- 
work. The wired network is of the type wherein users 
of the network are each assigned a unique network 
address such as in, for example, a TCP/IP network. 
In accordance with the invention there is provided a 
local gateway (16) coupled between a wireless LAN 
and the wired network for communicating with a 
mobile communication unit. There is also provided a 
global gateway (18) coupled to the local gateway 



and to remote users of the network. The global 
gateway functions to maintain a plurality of network 
addresses and, in response to a request for an 
assignment of a network address from the mobile 
communication unit, assigns one of the plurality of 
network addresses to the requesting mobile commu- 
nication unit. The global gateway also buffers and 
routes data received from a remote user, the data 
being directed to an address corresponding to the 
assigned network address, to the mobile commu- 
nication unit having the assigned address. 
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tion 1' "*' aleS 9 eneral| V to communica- 

method a . aPParatUS 3nd ' if1 P arti ^'^. to 
Zss tZ. a T atUS f ° r mana9in 9 netw ° rk ad- 
bile users S m 3 netWOfk ' hat inC ' UdeS ™" 

is ^T 0nty 8SSi9ned U S Pa,ent No - 4.893,307, 
ssued January 9, , 990 , "Method and Apparatus 
for Linking SNA Terminals to an SNA Host Over a 
Packet Switched Communications Network", D B 
McKay R.M. Morten and M.P. Marsili, describes an 

fDoD ? m ° del ° f thS De ? art ™nt of Defense 
(DoD) protocol suite. Referring to Fig 1 the ar- 
cbtecture is said to be similar to, but not identical 
w*. the International Standards Organization (ISO) 
Open Systems Interconnection (OSl) architecture 

tab.iL ° ata N6tW0rk (DDN > standa ' d es- 

tablishes enter* for an Internet Protocol (IP) which 

ArTinL in,erC0nneCti0 " °< communication 
ournLl ,n ! r °. duces the ,ntern et Protocol's role and 
Purpose, defines the services provided to users 
and specifics the mechanisms needed to supp^ 
those services. The standard also defines the ser 
-ces required of the ,ower protocol layer de- 

the Zrl UPP6r ' 0Wer interfaces ' and ^tlines 
the execution environment services need for im- 
plementation. 

A Transmission Control Protocol (TCP) is a 
tran S p 0rt protocol providing connection-oriented 

swth?; d re,iab ' e data tran --sion in packet-' 
switched computer LANs and internetworks 

ConLT p nt ? rnSt Pr ° ,0C01 ( ' P) and the Transmission 
Control Protocol (TCP) are mandatory for use in al! 

have PaCket t SWi,Ch,n9 netW0fks -hich connect or 
have the potential for utilizing connectivity across 

• mentT ° r h SUDnetwork boundaries. Network ee- 
ments. such as hosts, front-ends, gateways etc 
w h,n su Ch netwQrks whjch 9 ^ ay^ e c 

internetting must implement TCP/IP 

nect T n a e r- 1 !? me , t r r ° t0C0 ' 13 d6Si9ned t0 Con- 
nect packet-switched communication LANs to form 

an internetwork. The IP transmits blocks of date 
called internet datagrams, from sources to destina- 
tion" ^tt r e internet - sources and d= - 

neLrJ C3ted ° n either ,he sa ™ sub- 

bed in C ° nneCted LANS - The ,P is ^seiy 

ZaoZ l T 3 b '° Ck ° f data " Each inte ™t 

other 7nT. ' ndePendent 6ntity unrelated ^ any 
other internet datagrams. The IP does not create 

connections or loqical cirrnit* u 
nkmt y cai circ uits and has no mecha- 

nisms to promote data reliability, flow control 
sequencing, or other services commonly found in' 
virtual circuit protocols. 

The DDN standard specifies a host IP As 

ProtoSr *Z ° 0D arChitect - a ' the Interne 

Protocol resides in the internetwork layer. Thus the 
<P provides services to transport layer protocols 
and relies on the services of the lower network 
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TaTl 9at8Way ' 3 SyStem -terconnec- 

bng two 0 r more LANs, an IP resides above two or 

more LANs protoco. entities. Gateways implemen 
ZZZs'ST ,0 /"^^ data9ramS ^ 

££C P tr 0 ;:r s (GG o p; mp,emen ^ he Gateway to 

and othlr ^^ZZ^ ^ 

coed 7 !!'? Pr ° tOCOlS W6re ori9inal, V d evel- 

is ass" 6d a aSSUmP,i ° n th3t USers ' each * which 
•s ass.gned a unique Internet address, would be 

connected to the network at fixed .ocations How 

ever, for portable and handheld computers the 

movement, or migration, of users about the network 

result ^ ^ ^ ^ 

result. a problem ,s created in that the implicit 

design assumptions of the Internet protocol are 
violated by this type of usage 

In ,?* er p Pa,ents of intere st include the following, 
'n U.S. Patent 4,914.652, issued April 3 1990 
Nguyen discloses a method for managing data 
^ansmissions in a single network, but no? the rou^ 
-ng and delivery of data between networks In U S 
Patent 4,750,109, issued June 7, ,988. Kits teach 
es methods for allocating communication channe, . 
Lj H f 4 ' 706 ' 081 ' issu * d November , 0 

separate J > ^ ^ of 
^ n6tW0rks into a Single logical network at a 

o affe e c°l the | addreSSin9 C °™^ns required 
to affect the Internet protocols. In US P^nt 

clses 461 ' iSSUed Febmary 17 ' 1987 ' ^-ings s 
closes a computer architecture including cross-bar 

comp^r StmC,UreS ^ ^-s 9 within 

issued C ° m h m ° n,y aSS ' 9ned U S - Patent 4 .809.257, 

Sh, S [T" 28 ' ' 989 ' 6n,itled "Hierarchica 
Distributed Infrared Communication System" Gan- 

enbe,n et al. disclose the integration of worksta- 
ons , n to |R ne(wor(< Fjg 1D shQws ksta 

that includes a gateway 23 to another network such 
as a ring or a bus local area network, or to a cable- 
bound subnetwork. 

Other patents of interest include the following 
<n U.S Patent 4,807,222, issued February 21 , igsg' 
, Am,tay discl0 ^s a wireless network using 2 
Jgent interfaces for each wired network connect 
The interface is to a token bus network. In u S 
Patent 4,665.519, issued 5/12/87, T. L. Kirchner 'et 
al. disclose the use of VHF FM radio as a means of 
connectmg computers and computer peripherals 
This patent describes the implementation of an 
asynchronous access, token based protocol. In In- 
ternational Patent WO88/07794, published 10/6/88 

™ aC K° n w diSC '° SeS the USe of a wirele *s micro- 

C^rn 9e b6tWeen tW ° networks uti »^ng a 
CSMA/CD protocol. 

In IBM Technical Disclosure Bulletin Vol 24 

Proles 9 *, R Gfe " er d6SCribeS 9e " eral ~ntS 
pnncples of an .nfrared wireless communication 
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network incorporating multiple base stations and 
multiple mobile computers. Transmission occurs 
over the wireless IR medium using different fre- 
quencies for the uplink and the downlink. 

What is not taught by this prior art, and what is 5 
thus an object of the invention to provide, is meth- 
od and apparatus for coupling wireless migrating 
users to a network operating in accordance with the 
TCP/IP type-protocol. 

The foregoing problems are overcome and oth- io 
er advantages are realized in advantageous manner 
by method and apparatus that manages mobile 
communication unit address assignments and 
which assumes responsibility for the routing of all 
packets destined for the mobile units as laid down 75 
basically in the independent claims. Additionally, a 
local mobile unit gateway service is provided on 
every network or LAN in order to route packets to 
the mobile units coupled to the network. 

In accordance with the invention a network 20 
address, such as an Internet address, that is asso- 
ciated with a particular mobile unit encodes a net- 
work not physically embodied anywhere, referred 
to herein as a 'pseudo-network'. Routers of data 
packets are instructed to forward packets, destined 25 
for the designated network, to the global gateway. 
The global gateway subsequently executes meth- 
ods, described in detail, to accomplish the packet 
transmission to the target mobile unit. The Internet 
addresses for each mobile unit are allocated and 30 
deallocated from a pool of addresses available for 
the pseudo-network. A 'permanent' assignment of a 
pseudo-address to a mobile unit is also within the 
scope of operation of the global gateway. 

That is, the invention relates to apparatus and 35 
method for managing bidirectional transmission of 
information between a wired network and at least 
one mobile communication unit in wireless commu- 
nication with the wired network. The wired network 
is of the type wherein users of the network are 40 
each assigned a unique network address such as 
in, for example, a TCP/IP network. In accordance 
with the invention there is provided a local gateway 
coupled between a wireless network and the wired 
network for communicating with a mobile commu- 45 
nication unit. There is also provided a global gate- 
way coupled to the local gateway and to remote 
users of the network. The global gateway functions 
to maintain a plurality of network addresses and, in 
response to a request for an assignment of a 50 
network address from the mobile communication 
unit, assigns one of the plurality of network ad- 
dresses to the requesting mobile communication 
unit. The global gateway also buffers and routes 
data received from a remote user to the mobile 55 
communication unit having the assigned address, 
the data being directed to an address correspond- 
ing to the assigned network address. 



The above set forth and other features of the 
invention are made more apparent in the ensuing 
Detailed Description of the Invention when read in 
conjunction with the attached Drawing, wherein: 
Fig. 1 is a prior art architectural diagram 

of the Defense Data Network; 
Fig. 2 is a block diagram showing a glo- 

bal gateway coupled to a plurality 
of local gateways each of which 
may reside on a separate 
wired/wireless LAN; and 
Figs, 3-6 are each a flowchart depicting var- 
ious interactions between mobile 
units, a global gateway, a local 
gateway and remote users. 

DETAILED DESCRIPTION OF THE INVENTION 

Referring to Fig. 2 there is illustrated a commu- 
nications area network 1 . The network 1 includes 
one or more local area networks (LANs) 2 and 3. 
Each LAN includes a wireless network comprised 
of a plurality of mobile communication units (MU) 
10 in wireless communication with a plurality of 
header stations (HS) 12. Each of the header sta- 
tions 12 is bidirectionally coupled to a wired LAN 
14. In the presently preferred embodiment of the 
invention the wireless medium is comprised of in- 
frared (IR) radiation, although other embodiments 
may employ an RF wireless medium. Each of the 
header stations 12 has associated therewith a com- 
munications coverage area, or cell 11. Communica- 
tion between mobile units 10 is through the header 
stations 12 via the LAN 14. Communication be- 
tween the header stations 12 is primarily via the 
LAN 14. 

One suitable embodiment for the header sta- 
tions 12 and the mobile units 10 is disclosed in 
commonly assigned U.S. Patent Application Serial 
No. 07/605,052, filed 29 October 1990, entitled 
"Transceiver for Extending a CSMA/CD Network 
for Wireless Communication " by P. Hortensius and 
H. Winbom (IBM's Docket No. YO990-054). 

The network 10 conforms, in the presently pre- 
ferred embodiment of the invention, to a network 
protocol known as the Transport Control 
Protocol/Internet Protocol (TCP/IP), as described in 
detail in "Internetworking with TCP/IP Principles, 
Protocols, and Architectures" by Douglas E. 
Comer, Prentice Hall, Hew Jersey, 1988. The 
teaching of the invention should, however, not be 
construed to be limited to only such a network 
protocol, but may be employed with any protocol 
that encodes a LAN identification into a network 
address. 

In accordance with an aspect of the invention 
each of the LANs 2 and 3 includes at least one 
local gateway (GW) 16 for coupling the mobile 
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4 o a olohJ T ^ St3ti0nS 12 and the LAN 
is alt , , w 9 6Way ' a The 9 ,obal 9 a teway .8 
be «£ T t0 rem ° ,e ne,Work user * who may 
leal 17 ° Ver 3 Wid6 9e ° 9raphic a ^a. The 
heal? ?? yS 16 may each be an "intelligent" 
network IT * ^ 3 Separa,e d ^icated 

prerera b ,! n alr * ^ 9 '° bal 9atewa * 18 '» 

adaotar, V a „H Pr ° CeSSOr h3vin9 suitable netw <^ 
adapters and an archival facility for storing packets 

a ressed to particu.ar ones of the mobile unl s To 

during a time when the mobile units are not in 

con ta « with the wireless network. The dl pro Ce 

sor that composes the global gateway 18 that 

-eludes means for assigning, retaining and as 

o s o n f 9 th? seu 2r ,p " addresses With p « 

described mOD " e UnitS 1 °- in 3 to b * 

bits A th.r/ ddreSS C ° nS,StS ° f four b ^ °r 32 
and' 2V a ? 0ned im ° 3 UN '^iTication 

d"ess m h ^ By examp,e - an IP ad- 

dress may have the form 123.45.67.12 The first 

two bytes encode a LAN address of 123 (byte 

encode S "\ ^ rema ' ninQ ^ ^tes'genera.ly 

assoda^ 1 at '° n - ThSre is 3 diffe ™< Host 
assocated w,th each LAN. Thus, in the examm* 
provded Hn«» _ , " IB example 

Huv.aea Most (12) may have up to 256 IP ad- 

^ e aSS0C,ated as -coded : t 

In accordance with IP practice each user of the 
network « assigned a unique network address A 
P oblem solved by the invention relates to the 
assignment of IP addresses to the mobile units ,o 
wh,c ^ .nherentiy, do not maintam a fixed c ec 

olved P K With the netWOrk - Tnis P rob 'em is 

oMP adl'T n " ed , bel0W ' b * a,locati "9 a PluraHty 

a located p ?hh ^ 9atewa * '* Th <^ 

allocated IP addresses are subsequently dynam- 
ically . a ss,gned by the global gateway , 8 \ 0 ™. 
quest mobj|e unjts iQ ej(her ^ V to re 

ex«e did 6 , " etW ° rk SeSSi ° n) ° r ° n 3 « 

SSn nf (SeV6ral netW ° rk SeSSi0ns >- At 
erm nation of a sess.on or sessions the IP address 

•s returned to the global gateway ,8 for subset 

reassignment to the same or Lother mobiJ un 

ere,n as "T* ' P 3ddreSSes are to 
here-n as pseudo-IP addresses and represent a 

dynamic pseudo-network. 

In accordance with the invention a network 

c.a d ed SS w t S H UCh 35 3n lntemet address ' tha * -tst 
nlo d rk W 'l a P H artiCU ' ar m0b " e Unit 10 enc ° d - a 
reared to n PhyS ' Ca " y embodie * anywhere and 
date wm! 35 the pseud °- n *work. In accor- 
dance w,th an aspect of the invention the qlobal 
gateway 18 "owns" an nf , 9'ooai 
a ns a " of associated pseudo-IP 

auuie&ses as the mobi e un ts 10 enfpr 
and leave the LANs ? an n ■j « ! / 
tvoirallv m , ! d 3 A mob,,e unit 10 

typically maintains ,ts assigned pseudo-IP address 
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until , IS turned Qff or untj| (he 

act vely terminated. Upon specific r e q ues bv a 
particular one of the mobile units , 0 a •permanent 
association is made between a mobi^ ZZZ 
one of the pseudo-IP addresses. This permanent 
stZ n 7: t \: S Pref6rab,y n °» P^anenTTn the 

dJss or a , ' m 16 Unit '° W ° U,d °™ ^ a d- 
Zl „ L t,me> in that ,he available pool of 

? eTera°b,y T™" °° M ^ be °°"™ed 
cie n r^n' Permanent assignment is only suffi- 

whicn^^ 9 ^ 0 35 t0 aCCOmP "' Sh 3 Specifi " 

se sionTThf nTK f P,L,ra "' ty ° f S6parate 
sess ons The global gateway is is responsible for 

ma,nta.n,ng the permanent pseudo-IP association 

~oSh^r 9ateway ,e may -^^s 

Stev in ° f S ° l0n9 35 the m0bi,e ^ 10 

s ays , n contact with the local gateway 16 The 

£5 ^ or 'a ? a ' S0 bUfferS any packe ts" des 

- r t ; o e r a m p 0 :r "tr r ^ r n h 9 an r e 

x 15 out °f tOUCh with tho 

network, such as the mobile unit 10' which is not 
located within one of the communication cet n 
A function of the local gateway i 6 is to deliver 

moLr f ' ^ Wirel6SS **"»nk. to Jnown 
mob le units 10 within its associated cell ,, ° f a 
mobile un„ , 0 is out of touch with the wi e.L 
the Z "I 0 ° ther ' 0Cal 9atewa ^ '6 participate n 
oi,: unr,0 ,SS '° n °' PaCkStS d6Stined ^ that mo- 
Being out of touch for a predetermined period 
° f ^ causes ,h e mobile unit's .oca, gateway °e 
o notify the global gateway 18. via LAN .4 that 
the mob le unit 10 is no longer a membe of the 

Sway l6 m t le r e Uni,S aSS0dat6d With the '-I 
gateway 16. In response to being notified of the 

disappearance of the mobile unit 10 the global 
gateway 18 terminates the forwarding of pac ets 
through the local gateway ,6, that are d ire Cted J 
the inactive mobile unit. 

The following communication operations are 
now described in detail: (a, initialization of a mobl e 

the miT' ^ initia,i2at,0n ° f ~ ™Cor 
the mobUe unit 10; (b) resumption of service to a 

-obi e unit 10; (c) termination of service to a 

< d > deli -ry of packets to a mobile 

m obi; e o un an ?o (e) transmission ° f packets f ™ a 

initialization (Fig. 3) 

When a mobile unjf 1Q ^ ^ 

arrive T S ,he f0 "° W,n9 oper a«ons. The newly 
amved mob.le unit 10 first directs a message, via a 
header station 12. to the local gateway ? 6 This 

the eS o a o 9 b e a . req T StS ,OCa ' 9atewa ^ ,6 ' ^ 
the global gateway 18, to activate a pseudo-IP 

address for the mobile unit 10. The mobite unT 0 

ident,f,es itseif by transmitting a unique iden er 
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such as its serial number, that is permanently 
stored within a memory of the mobile unit 10. The 
requested pseudo-IP address may be either a 
pseudo-IP address that is permanently assigned to 
that mobile unit 10, or a dynamically allocated 5 
pseudo-IP address that the global gateway 18 se- 
lects from a pool of such addresses. 

The local gateway 16 determines from the mo- 
bile unit's request that the mobile unit 10 does not 
expect to resume service from any previous ses- w 
sions. Otherwise, the local gateway 16 instead be- 
gins to relay packets from those sessions, the 
packets being stored and forwarded by the global 
gateway 18. 

Likewise, when the global gateway 18 receives is 
the request, it compares the incoming mobile unit 
10 identifier, or serial number, with a list of serial 
numbers to purge any stored packets that might 
have been saved for the mobile unit 10. 

If the global gateway 18 returns to the newly 20 
activated mobile unit 10 a permanently registered 
pseudo-IP address, the global gateway 18 may 
also begin forwarding messages and other stored 
data to that mobile unit 10, through the local gate- 
way 16. This data is originally received from the 25 
network during a period that the mobile unit 10 
associated with the permanently registered 
pseudo-IP address is inactive. This received data is 
buffered by the global gateway 18 during this pe- 
riod for subsequent delivery to the mobile unit 10 30 
when the mobile unit 10 once more becomes ac- 
tive. 

Resumption of Service (Fig. 4) 



When a mobile unit 10 enters a cell 11 and 
indicates that it is to continue a previous network 
connection it sends a message to the local gate- 
way 16, via a header station 12. The message 
causes the local gateway 16 to notify the global 40 
gateway 18, and possibly a previous local gateway 
16, that the mobile unit 10 has migrated to the new 
cell 11. The local gateway 16 requests from the 
global gateway 18 all packets currently queued for 
the mobile unit 10 pseudo-IP address and delivers 45 
the packets over the downlink wireless channel. 
The global gateway 18 thereafter forwards to the 
local gateway 16 all future packets addressed to 
the pseudo-IP address associated, either temporar- 
ily or permanently, with the mobile unit 10. Any 50 
remote users having knowledge of the pseudo-IP 
address may negotiate an optimal route to the local 
gateway 16, employing known IP protocols. In this 
regard the local gateway 16 assumes responsibility 
for breaking the route if and when the mobile unit 55 
10 migrates out of the local gateway's 16 celt area. 



To avoid an unstable situation that may arise if 
the local gateway 16 purged internal data struc- 
tures of all knowledge of a mobile unit 10 as soon 
as the mobile unit 10 was determined to be out of 
touch, such as might arise if a particular mobile 
unit 10 wandered along the periphery of a cell 11; 
the local gateway 16 temporarily queues packets 
destined for the mobile units 10 within the local 
gateway's service area (or LAN). If the mobile unit 
10 returns to the local gateway's service area be- 
fore the queuing time limit expires the local gate- 
way 16 delivers the queued packets to the mobile 
unit 10. As such, so long as the mobile unit 10 
returns to the service area within a predetermined 
time interval the local gateway is not required to 
notify the global gateway 18 that the local gateway 
16 has relinquished responsibility for the mobile 
unit 10. 

Termination of Service (Fig. 5) 



If a mobile unit 10 intends to terminate incom- 
ing network service in an orderly manner it notifies 
the local gateway 16 via a header station 12. The 
local gateway 16 notifies the global gateway 18 
that the mobile unit's pseudo-IP address may be 
deallocated. The global gateway 18 also purges all 
stored information relating to the mobile unit 10. 
The global gateway 18 does not purge the associ- 
ation between the pseudo-IP address and the par- 
ticular mobile unit 10 if the mobile unit '10 has 
previously requested and received a permanently 
associated pseudo-IP address. 

Delivery of Packets to a Mobile Unit 10 (Fig. 6) 



All communication from a remote user to a 
mobile unit 10 employees the pseudo-IP address 
of the mobile unit 10. Fully qualified mobile unit 10 
names specify a domain for use with network 
nameservers. By example, a mobile unit 10 having 

an associated name of "C E Perkins" may be 

located within . a domain designated 
"hawll.np.watson.ibm.com" and thus have the fully 
qualified name 

"C E Perkins.hawll.np.watson.ibm.com". When a 

remote user initiates a conversation with a mobile 
unit 10 the remote user typically consults a network 
nameserver configured to send requests for speci- 
fied mobile unit 10 names to a specified mobile 
unit 10 global gateway 18. A request for a mobile 
unit 10 name Fails unless there exists an associ- 
ation registered between the mobile unit 10 name 
and a particular pseudo-IP address. 

Nameserver operation is now described in 
greater detail. If the requested name is associated 
to a permanently assigned address, that address is 
returned by the nameserver even though the asso- 
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cated mobile unit 10 is turned off. If the requested 
name IS temporarily registered to a pseudo-IP ad- 
dress, that address .is returned. However if the 
name , s associated with a previously known 
pseudo-IP address, a predetermined special IP ad- s 
dress is returned. The special pseudo-IP address is 
reserved only for this use and is not otherwise ever 
assigned to any mobile unit 10. This reserved 
address ,s specially handled by the global gateway 
18 if .t .s used by remote hosts for incoming mail , 0 
requests. Using the example given previously the 
returned IP address may correspond to 
123.45.199.12, where 199 corresponds to the re- 
served address. 

If a remote user obtains the pseudo-IP address ;s 
of a registered mobile unit 10 the remote user is 
enabled to send messages, such as mail, to the 
mob,le unit 10, even if the mobile unit 10 is inac- 
tive. In this case the message packets are stored 
as previously described, by the global gateway 18 20 
until such time as the mobile unit 10 is active and 
the packets can be delivered via an associated 
local gateway 16. TCP session requests for the 
mobile unit 10 from the remote user are denied by 
the global gateway 18 unless the mobile unit 10 is 25 
act.ve. although the session request may be ac- 
cepted by the global gateway 18 when the mobile 
unit is active but merely temporarily "out of touch" 
However, only permanently situated mobile units 
10 having a registered, permanent IP address may 30 
rely on conventional IP methods for point-to-point 
network communications. 

A mobile unit 10 delivering a packet to a re- 
mote user employs conventional methods of net- 
work transmission and uses the IP address of the 35 
remote user. A remote user, running software hav- 
ing no provisions for mobile unit 10 communica- 
tions, transmits a packet to a mobile unit 10 by 
routing the packet to the global gateway 18, which 
then relays the packet to the local gateway 16 that 40 
is managing mobile unit 10 network traffic for an 
associated subset of mobile units 10. This opera- 
tion proceeds using a non-IP protocol; however 
transm,ssion of the packets associated with the 
nonstandard protocol, between the gateways 18 45 

and 16, is accomplished by conventional IP meth- 
ods. 

In this regard packets bearing the IP address 
are routed to the global gateway 18 which encap- 
sulates them as data within new IP packets des- 50 
ined for the local gateway , 6. The loca/ gateway 
16, wh.ch may be one of the header stations 12 
accomplishes further transmission of the data to 
he target mobile unit by using a non-Internet pro- 
tocol^ That is, by whatever protocol is established 55 
for the wireless network communication. Any pack- 
et transmitted to a pseudo-IP address using IP 
would be routed to the global gateway 18, thus 



negating the use of the pseudo-IP address. Indeed 
he problem solved by the use of the invention is 
hat of encoding the logical network number inside 
the IP address when the logical network number is 
associated with a mobile data communication en- 

If instead a remote user is executing software 
o enable special handling of pseudo-IP addresses 
the remote user is enabled to deliver the mobile 
un.t 10 packets directly to the mobile unit's local 
gateway 16, without requiring the intervention of 
the global gateway 18. This mode of operation 
requires the local gateway 16 to inform the remote 
user before the local gateway 16 terminates service 
for the mobile unit 10, as in the case when the 
mobHe un.t becomes inactive or migrates out of the 
cells 11 served by the local gateway 16. 

In either situation described above the remote 
user is required to send mobile unit 10 data pack- 
ets to the global gateway 18 for storage while the 
mobile unit 10 is inactive. 

Transmission from a Mo bile Unit 10 to a Remote 
User " • . 



Transm.ssion of packets from a mobile unit 10 
to a remote user is accomplished using conven- 
tional IP addressing techniques. However if the 
remote computer is known to be able to operate 
with multiplexed pseudo-IP address assignments 
as described below, the mobile unit 10 encap- 
sulates outgoing data within a header within the 
packet t0 ensure that the remote user be- 
comes aware of which specific mobile unit 10 is 
the source of the data. 

Having described the five communication oper- 
ations listed above other aspects of the invention 
are now described, specifically multiple interactive 
global gateways and multiplexed, or shared 
pseudo-IP addresses. 

Multiple Interactive Global Gateways 

A single global gateway 18 may become a 
bottleneck if it is simultaneously managing many 
separate Internetwork mobile unit 10 sessions This 
is unlikely, however, unless there are many remote 
users having no special knowledge of the special 
nature of the pseudo-IP address but which never- 
theless maintain active communications with the 
mobile units 10. To eliminate this potential bot- 
tleneck several global gateways 18 are employed 
to partition the set of all mobile units 10 into 
disjoint subsets. This may be accomplished in ei- 
ther of two ways. A first method employs different 
pseudo-network" numbers, one per global gate- 
way 18. Alternatively, each global gateway 18 
maintains and shares with its peers a consistent set 
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of tables describing the current routing information, 
or location, for each mobile unit 10. If each global 
gateway 18 has separate pseudo-networks, then IP 
routing will automatically send IP packets to the 
correct global gateway 18 that is primarily respon- 
sible for a mobile unit. Even so, the global gate- 
ways 18 must cooperate with one another if free 
movement and access to the same set of remote 
hosts is to be accomplished. 

Multiplexed pseudo-IP Addresses 

As a community of mobile units 10 develops 
the required pseudo-IP addresses may be in short 
supply. If sessions with remote users having no 
special knowledge of the pseudo-IP addressing are 
frequently required a less than optimum solution is 
to continue to allocate more and more IP ad- 
dresses. However, the remote users can be pro- 
vided with facilities specifically directed to the 
needs of mobile unit 10 communications. Thus, 
software may be employed that uses a same 
pseudo-IP address to designate an arbitrarily large 
number of mobile units 10. Differentiation between 
mobile units 10 sharing a common pseudo-IP ad- 
dress is accomplished by including their respective 
unique identifiers, such as their serial numbers, 
within each IP packet. 

This additional functionality of the remote users 
preferably resides in a layer above the TCP pro- 
tocol handling. One suitable level is in the operat- 
ing system. This added functionality demultiplexes 
the session stream according to an additional 
header, containing the mobile unit's serial number, 
into ports opened by the processes run by the 
remote user. Packets sent from the remote user to 
a particular mobile unit 10 are directed to the local 
gateway 16 that is responsible, at that particular 
time, for the desired mobile unit 10. 

Claims 

1. A method for transmitting information in a net- 
work having at least one mobile communica- 
tion unit in wireless communication with a 
wired network, the network being characterized 
in that users of the network are each assigned 
a unique network address, comprising the 
steps of: 

establishing, through a wireless network, com- 
munication between the wired network and a 
mobile communication unit; 

requesting an assignment, from a network 
gateway, of a network address for the mobile 
communication unit, the request being made 
from the mobile communication unit through 
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the wireless network; 

assigning with the network gateway a network 
address to the mobile communication unit; 

receiving from the network gateway, through 
the wireless communication network, the as- 
signed network address at the mobile commu- 
nication network; and 

communicating with other users of the network 
by employing the assigned network address. 

2. Method as set forth in Claim 1 wherein the 
steps of establishing, requesting and receiving 
each include a step of routing information be-- 
tween the wireless network and the wired net- 
work through a local gateway. 

3. Method as set forth in Claim 1 or 2 and includ- 
ing a step of buffering, at the network gateway, 
packets of data addressed to the assigned 
address during a time that the mobile commu- 
nication unit is not actively coupled to the 
wireless network. 

4. Method as set forth in Claim 3 and, responsive 
to the mobile communication unit indicating 
that it is once more actively coupled to the 
wireless network, further including the steps of: 

retrieving the buffered packets of data; 

forwarding the retrieved packets to a local 
gateway bidirectionally coupled between the 
wired network and the wireless network; and 

transmitting the retrieved packets from the lo- 
cal gateway to the mobile communication unit 
over the wireless network. 

5. Method as set forth in Claim 1, 2, 3 or 4 
wherein the step of receiving includes an initial 
step of allocating the assigned address from a 
pool of addresses maintained by the network 
gateway. 

6. Method as set forth in Claim 5 wherein the 
wired network conforms to a TCP/IP standard 
and wherein the step of allocating includes an 
initial step of reserving a plurality of IP ad- 
dresses for use by the network gateway. 

7. Method as set forth in Claim 2 or anyone of 
Claims 3 to 6 wherein, in response to the 
mobile communication unit becoming uncou- 
pled from the wireless network, the method 
further includes the steps of: 
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8. 



20 



9. 



25 



notifying the network gateway that the mobile 
communication unit is no longer active, the 
step of notifying including a step of sending a 
message from the local gateway over the 
wired network to the network gateway; and 

in response to the notification by the local 
gateway, deassigning at the network gateway 
the assigned network address. 

Method as set forth in Claim 7 wherein the 
step of notifying includes an initial step of 
buffering for a predetermined interval of time 
within the local gateway any information re- 
ceived from the wired network that is ad- 
dressed to the mobile communication unit that 
is no longer active and wherein, if the mobile 
communication unit again becomes active be- 
fore the expiration of the predetermined inter- 
val o time, the local gateway does not execute 
me step of notifying. 

Method as set forth in anyone of the preceding 
Claims wherein the step of requesting includes 
a step of transmitting from the mobile commu- 
nicator! unit to the network gateway an iden- 
tifier that is unique to the mobile communica- 
tion unit. 



10. Method as set forth in anyone of the preceding " 
Claims and, in response to a message from 
me mobile communication unit that the mobile 
communication unit intends to terminate com- 
munication with the wired network, deassigning 35 
atjhe network gateway the assigned network 



11. Method as set forth in Claim 9 wherein the 
step of assigning assigns a single network 
address to a plurality of mobile communication 
units, the assigned network address includinq 
or each of the mobile communication units 
the respective one of the unique identifiers for 
differentiating the mobile communication units 
one from another. 

12. Method as set forth in anyone of the preceding 
Cla.ms and, in response to a name inquiry to 

stepsT* 3 n6tW0rk 3ddreSS ' inCludes tne 

if the name is associated with a permanently 
assigned network address, returning the net- 
work address in response to the inquiry; 

'f the name is associated with a temporarily 
assigned network address, returning the net- 
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work address in response to the inquiry; and 

if the name is associated with a previously 
assigned network address, returning a prede- 
termined network address that differs from the 
previously assigned network address. 

13. Apparatus for managing the bidirectional trans- 
mission of information between a wired net- 
work and a, least one mobile communication 
un t ,n w,reless communication with the wired 
network, the network being characterized in 
that users of the network are each assigned a 
unique network address, comprising; 

, 9 !m meanSl C0Up,ed betwe *n a wire- 
less LAN and the wired network, for commu- 
n-cating with a mobile communication unit; and 

global gateway means coupled to the local 
gateway means and to remote users of the 
network the global gateway means including 
mean S for maintaining a plurality of network 
addresses, means for receiving a request for 
an assignment of a network address from the 
mobile communication unit, means for assiqn- 
'ng one of the plurality of network addresses 
preferably IP adresses, to the requesting mo-' 
b-le communication unit; and means for routing 
data receded from a remote user, the data 
having an address corresponding to the as- 
signed network address, to the mobile commu- 
nication unit having the assigned address. 

14. Apparatus as set forth in Claim 13 wherein the 
global gateway means further includes means 
for buffering data received from a remote user 
that is addressed to a mobile communication 
unit having one of the assigned network ad- 



15. Apparatus as set forth in Claim 13 or 14 and 
further comprising a plurality of wireless LANs 
each of which has at least one local gateway 
means coupled thereto. 

16. Apparatus as set forth in Claim 15 and further 
comprising a plurality of global gateway means 
individual ones of which are coupled to dif- 
ferent ones of the plurality of wireless LANs for 
assigning network addresses to mobile com- 
mun.c ti 0n unj(s jn wjre(ess commun . ca 

with their respective wireless LANs. 
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17. Apparatus as set forth in Claim 13, 14, 15 or 
16 wherein the local gateway means includes 
means for buffering data addressed to mobile 
communication units in wireless communica- 
tion therewith. 
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